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ABSTRACT

We explore the designspaceof Field Programmablésate
Arrays(FPGAs),ProcessorandASICs—Hardware-Softvare
Tri-design— in the framework of encryptionfor hand-held
communicatiorunits.

IDEA (InternationaDataEncryptionAlgorithm)is used
to shav the tradeofs for the suggestedechnologies.The
measurefor comparingdifferentoptionsare: Performance,
ProgrammabilityandPawer (P?). More specificallywe use
the Performancdo Power, or Operationsto Enegy ratio
MOPS/\Watt and Mbits/s/\Watt to compareprocessorskP-
GAsandASICs.

We comparethe latestDigital SignalProcesso(DSP)
from Texas Instrumentsto Xilinx XC4000 seriesFPGAs.
Many DSP-like applicationsperformvery well on FPGAs.
We show the benefitsand limitations of FPGAtechnology
for IDEA.

1. INTRODUCTION

Presentesearctexploresthe varioustradeofs in applying
Field Programmablésate Arrays (FPGAs), Digital Signal
Processor@DSPs)andApplication SpecificintegratedCir-
cuits (ASICs)to the designof the digital stageof a mobile
communicatiorunit. While this casestudyfocuseson en-
cryptionfor mobile communicationyve believe thatthere-
sulting methodologygives someinsight into the strengths
andweaknessesf ProcessorandFPGAs.

Using FPGAsfor computations a relatively new field.
The most populartermsfor computationwith FPGAsare
“Adaptive Computing”,“ConfigurableComputing”[6],and
“CustomComputingMachines”[2]. The mostwidely used
FPGA technologiesfor CustomComputingMachinesare
Xilinx XC4000andXC6200. We are currently using Xil-
inx XC4000 FPGAswhich consistof simple 4-bit lookup
tablesona 2D mesh.Thisallows theprogrammeto exploit
parallelismonthebit andnibblelevels.
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Figurel: Soundfrom the microphone(right) goesthrough
anA/D corverter into the digital stageof the pipeline,dig-

ital modulationandbackto analog.In the IF stage the bi-

trate correspondgo around10 Mbits per second. In the
oppositedirection demodulationand ary additional func-

tionality can be implementedin the digital domain. The
dottedlines shav how the digital stageis beingexpanded
into higherfrequencies.

Performancés themajoradvantageof FPGAsovercon-
ventionalprocessors.lhasbeenshavn thatfor specificap-
plicationsFPGAscanachiese speedupsver processorsf
10 to 100times[1,2,7,8]. The major advantageof FPGAs
over ASICsis programmabilitywhich of coursehasa per
formancepenalty However, creatinga new configuration
on FPGAsmeansdesigninga new hardware architecture.
Thereforeprogramming-PGAbasedcoprocessoris anor-
derof magnitudemorecomplicatedthanprogrammingary
cornventionalprocessar

We choselDEA (InternationalData Encryption Algo-
rithm), a well known encryptionalgorithm, as the bench-
mark for this study The major advantageof choosinga
well known applicationis thatthereare publisheddesigns
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Figure 2: Four 16 bit words of datastartin word1-4. key
is a pointerto the array of 52 sub-leys, 16 bits each. The
encodedlockis returnedn word1to word4after8 rounds.

in varioustechnologiesvhich sene aspointsof reference.

IDEA wasdevelopedby Xuejia Lai and JamesMassg at
the SwissFederallnstitute of Technology It wasfirst in-
troducedat EUROCRYPT in 1991[5]. IDEA encryptsor
decrypts64-bit datablocks, usingsymmetric128-bit keys.
The 128-bit keys are expandedfurther to 52 sub-leys, 16
bits each.

Section2 describeghe communicatiorunit asa soft /
firmware definedradio. Section3 introducesour method-
ology for hardware-softvaretri-design. Choosingthe right
technologyfor a specificapplication,e.g. IDEA. Section4
presentan analysisof theresults,andsection5 shavs our
currentconclusionsabout hardware-softvare tri-designin
generalandIDEA in detail.

2. THE SOFTWARE DEFINED RADIO

Modernradiosusually consistof a high frequeng analog
stagecloseto theantennaanda low frequeng analogstage
at the userend. In the midsectionthe data-streanis han-
dled exclusively in digital form. Figurel shows a detailed
block diagramof a pipelineimplementinga genericcellular
phone.

With increasingclock frequenciesfor digital circuits,
thetrendis to expandthe digital stagemoreandmoreinto
thehigh frequengy domain.The goal of currentresearchn
hand-heldradiosis to increasethe functionality of the dig-
ital phaseof the pipelineto modulation,demodulationand
encryption.

133MHz is afrequeng atwhichwe canguarante¢hatthepaperesign
will work. Pawver calculationsarebasedn 33MHz.

PerformancendPower
DSPs TI TMX320C6x | DECSA-110
Technology 0.25pum 0.35pum
Mbits/s 53.1 32
MOPS 93 56
Clock [MHZ] 200 200
Watt 6 1
Designs XC4000XL ASIC “VINCI”
Area 3200CLBs 107.8mm?
Technology 0.35pum 1.2pum
Mbits/s 528 180
MOPS 924 315
Clock [MHz] 33! 25
Watt 3.15 1.5

Figure3: Thetableshavsthe maximalbitrate,MegaOper
ationsper SecondVIOPSfor 4 differenttechnologiesOne
operationcorrespond$o onecirclein Figure2. Processors,
ASICs andFPGAsuseCMOS technology Power for pro-
cessorsare basedon publishedpeak power consumption.
Pawver estimatesfor FPGAs are basedon [13] with pes-
simistic choiceof parameters.While estimatingpower as
proposedn [13] might notbevery accurateit is enoughin
orderto getasensdor theorderof magnitudeof theresult.

Currentdesignsof the digital part of a cellular phone
consistof Digital SignalProcessor§DSP)andApplication
SpecificIntegratedCircuits (ASICs) — both optimizedfor
power. Hardware-softvare codesignmethodologyleadsto
the partition of the workloadinto DSP codeandan ASIC
implementatiorthat can meetthe real-timeand power re-
quirementf thedesign.

The major drawback of this approachis that the func-
tionality of the ASIC part can not be changedunlessad-
ditional functionalityis anticipatedduring the designphase
of the ASIC. Adding FPGAsto thedesignspacdransforms
the designprocesdrom hardware-softvarecodesigrto tri-
design.

3. ANALYSISOF AN ALGORITHM - IDEA

We presentamethodologyfor hardware-softvaretri-design
i.e. selectingtheright technologyfor a specificalgorithm.

While the tradeofs betweenprocessorand ASICs are
alreadywell understoodysingFPGAsfor computings more
anartthanasciencg®6].

We usetheratio of Performancéo Power, or Operations
to Enegy asthebasisfor comparisonMore specifically the
measuregor evaluatingeachdesignoption are Operations
per Secondper Watt or MOPS per Watt, and Mbits/s per
Watt.
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Figure4: MOPS/Wattdetermineshepowerconsumptiorof
thetechnologyfor a fixeddatarate,e.g. 56 Kbits/smodem
speed.

First we take alook at the implementatiorof IDEA on
a DSP. We comparetwo recentDSPs: TMX320C6x from
TexasInstrumentsand StrongARM[12] SA-110from Dig-
ital. The'C6x [9] DSPis a high performanceDSP with 2
multipliers,4 ALUs anda4 instructionswide VLIW archi-
tecture requiring6é Wattat200MHz. The StrongARM[12]
hasonly 1 three-stagenultiplier andin-orderexecution,re-
quiring 1 Wattat 200MHz. Figure2 shavs thekernelloop
for oneof the eightiterationsof IDEA.

Given the available resourceson eachDSR the 'C6x
from TI takes 30 clock cycles to computeone round of
IDEA, comparedo 50 clock cycleson the StrongARM.

Figure3 shavsthe valueswe usefor comparisorof the
varioustechnologies.

Next we createa high-throughpupaperdesignfor the
PCl Pamette[11],an FPGAboarddevelopedby DEC. The
PCI Pametteconsistsof 4 Xilinx XC4020 FPGAs. Maxi-
mum pipelininganda customdesignedonstantcoeficient
multiplier (KCM in Figure 5) with minimal arearequire-
ments,lead to a high-performanceand low-power FPGA
design.Thehigh performancés achievedby completdoop
unrolling of thekernelloop. Thiswasmadepossibleby the
factthatall the multiplicationsin IDEA are multiplying a
dataword with a word from the key. Maximum pipelining
leadsto a 56 stagepipeline with a lateng of 4 clock cy-
clesper stage,correspondindo the delayof the multiplier
in Figure5. The eightiterationsof the IDEA kernelloop
fill four Xilinx XC4020FPGAs(3200Configurablelogic
Blocks).

Pawer estimationwas doneaccordingto the approach
suggestedn [13]. In orderto improve the fairnessof the
comparisonof power to the peakvaluesusedfor proces-

Pipelined16 Bit Multiplier with Minimal Area

Configurable Logic Blocks (CLBs) SUM
6 11 11 10 16 | 54

8 Stage KCM

Figure5: The figure shows a lookup-tablebasedkonstant
coeficient multiplier. A 16 by 16 bit multiplication takes
8 clock cycleswith a throughputof one 32 bit resultev-
ery four clock cycles. The numberof ConfigurableLogic
Blocks (CLBs) for the datapathdescribedabore assumes
Xilinx XC4000cells.

sors weusedslightly morepessimistigparameterthansug-
gestedn [13].

In Figure3 performancavith respecto encipheringvith
IDEA is givenin MBits/s, while the performancewith re-
spectto computatiorof IDEA is givenin Mega Operations
perSecond.

Thethird stepis to look at availableASIC implementa-
tionsandcomparethe parametersf the threetechnologies
aspresentedn Figure3.

4. RESULTSAND CONCLUSIONS

Pawverconsumptions directly proportionalto thefrequeng
of the circuit. Thereforethe technologywith the highest
MOPS/MWattandMbits/s/\Wattratingyieldsthelowestpower
consumptiorfor agivenbitrate.

In ourcasethehighthroughpuimplementatiorof IDEA
on FPGAsoutperformghe ASIC VINCI. Thereasonsvhy
theFPGAsperformbetterin ourcomparisons thatwetraded
lateng for throughputandusea 0.35um CMOS processes
comparedo 1.2 um CMOS which wasusedfor VINCI in
1993.

Figure4 shavsthefinal comparisorof performancever
power. Tradinglateng for throughputresultsin a very ef-
ficient designfor FPGAs. The limitation of this designis
that we have to load the key into the lookup table prior to
enciphering.Thelateng of loading128lookuptableswith
16 byteseach,is limited by the available bandwidthto the



design.We assumarelatively infrequentchangeof theen- [5]
cryptionkey.
The advantageof our methodologyarethatthe values
in Figure 3 canbe obtainedrelatively easy Thereforethe
methodologycanbe appliedvery early in the designcycle
to comparehevariousoptionsfor thedesign. [6]
Due to the heavy useof multiplications, IDEA turned
out to be a challengingexampleto demonstrate¢he advan-
tagesof FPGAsfor highthroughputandlateng tolerantap-
plications.

(7]
5. FUTURE WORK

Futurework will investigateencryptionalgorithmssuchas
SAFERandBlowfish. Duringthis processvewill refinethe
methodologypresentedh this paperandbeableto compare
thedifferentapproacheto encryption. [8]
In additionwe will focuson optimal multiplier design
for FPGAs. Especiallywe will investigatelateng versus
throughputradeofs,i.e. exploringthebenefitsof highthrough-
putarchitecturegor variousapplications. [°]

6. ACKNOWLEDGMENTS [10]
The authorsacknavledgethe supportfrom DEC Systems
ResearctCenter specificallyMark Shandand Stefan Lud-

wig for helpwith the PCI Pametteboard.

(11]
7. REFERENCES

[1] N. W. BegmannJ.C. Mudge,Comparingthe
performanceof FPGA-basedustomcomput- [12]
ers with geneal-purposecomputes for DSP
applications Proceedingsf IEEE Workshop
on FPGAsfor CustomComputingMachines,
Napa,CA, April 1994. [13]

[2] P. Bertin, D. Roncin, J. Vuillemin, Pro-
grammableActiveMemories:A Performance
AssessmenACM FPGA, February1992.

[3] A. Curiger H. Bonnenbeg, H. Kaeslin,Regu-
lar VLSI-architectutesfor multiplicationmod-
ulo (2™ + 1), IEEE Journalof Solid-StateCir-
cuits,July 1991.

[4] A. Curiger, H. Bonnenbeg, R. Zimmermann,
N. Felber H. Kaeslin, W. Fichtner VINCI:
VLSI Implementatiornof the New Secet-Key
Block CipherIDEA, IEEE Customintegrated
CircuitsConference1993.

X. Lai, J.L. Massg, S. Murphy, Markov Ci-
phers and Differential Cryptanalysis EURO-
CRYPT '91, LectureNotesin ComputerSci-
enceb47,SpringerVerlag,1991.

W.H. Mangione-SmithB. Hutchings,D. An-
drews, A. DeHon,C. Ebeling,R. Hartenstein,
O. Mencer J. Morris, K. Palem,V. Prasanna,
H. Spaanentirg, Configuable Computing
IEEE ComputeiMagazineDecemben 997.

R. J. Petersen,B. L. Hutchings, An As-
sessmenbf the Suitability of FPGA-Based
Systemdor use in Digital Signal Process-
ing, 5th InternationalWorkshop on Field-
Programmabld.ogic and Applications, Ox-
ford, England Aug. 1995.

M. Shand, P. Bertin, J. Vuillemin, Hard-
ware Speedupsn Long Integer Multiplica-
tion, ComputerArchitectureNews, 1991.

J.Turley, H. HakkarainenTI’s New 'C6x DSP
Screamsat 1600 MIPS MicroprocessoiRe-
port,Vol 11,Num 2, Feh 17,1997

S.Wolter, H. Matz, A. SchubertOntheVLSI
Implementatiorof the InternationalData En-
cryption AlgorithmIDEA, IEEE International
Symposiumon Circuits and Systems,April

1995.

WWW: The PCI Pamette FPGA board
at DEC Systems Research Center
http://wwwreseach.digital.com/SRC/pamette/

WWW: StrongARMSA-110at Digital Semi-
conductor http://wwwdigital.com/semicon-
ductor/stongarm/stongarhtm

Xilinx ApplicationBrief A SimpleMethodof
EstimatingPowerin XC4000XL/EX/EFPGAS
XBRF 014,June30,1997



